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Abstract: This paper provides an overview of reliability issues in vehicular ad-hoc 

networks (VANETs) for safety-related applications. First, IEEE 802.11p based DSRC 

system, communication environment, and applications on safety related services are 

introduced. The factors affecting the reliability of safety services provided by VANETs 

are identified. Second, the features and requirements of VANETs for safety applications 

are discussed. Third, the relevant reliability issues are raised, and the reliability metrics are 

defined for the evaluation of such systems. Fourth, the analytical models from recent 

literature for both one-hop message broadcast and multi-hop broadcast are listed, 

described, and compared. Finally, having summarized drawbacks of the current analytical 

models for safety applications in VANETs, some potential topics for future research are 

suggested.   
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1.   Introduction 

     Vehicle safety is important for the development of Intelligent Transportation System 

(ITS) [1]. Vehicular Ad-hoc Network (VANET) is one of the key enabling components in 

ITS. A VANET consists of a large number of vehicles that are capable of wireless 

communication in an ad-hoc manner without central control.  Dedicated Short Range 

Communication (DSRC) radio technology, being standardized as IEEE 802.11p [2][3], is 

projected to support low-latency wireless data communications between vehicles and from 

vehicles to roadside units, as shown in Figure 1. The 5.9 GHz DSRC is a secure, high 

speed, short range wireless interface between vehicles and surface transportation 

infrastructures that enables rapid communication of vehicle data and other contents 

between On Board Equipment (OBE) and Road Side Equipment (RSE). The 5.9 GHz 

band consists of seven 10 MHz channels including one control channel and six service 

channels. DSRC, which involves vehicle-to-vehicle (V2V) and vehicle-to-road (V2R), is 

expected to support both safety and non-safety applications. According to the updated 

version of the DSRC standard [2], the DSRC physical layer follows the same frame 

structure, modulation scheme and training sequences specified by IEEE 802.11a physical 

layer except that IEEE 802.11p PHY uses 10 MHz bandwidth instead of the 20 MHz used 

by IEEE 802.11a [4]. The IEEE 802.11p PHY has an operation range of up to 1000m, 

which exceeds that of IEEE 802.11a and provides data rates from 3 Mbps with BPSK to 

27 Mbps with 64 QAM. MAC layer of the DSRC is equivalent to the Enhanced 

Distribution Coordination Access (EDCA) 802.11e that has four different access classes 

(ACs).  

     In the near future, certain sensors (GPS, Ultrasonic sensors etc.), microprocessor, and 

wireless communication equipment will be set up in each vehicle on the road so that they 

can exchange control information pertinent to speed, braking, acceleration, steering 

situation, and road condition with the surrounding cars. Based on such information, 
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controlled cruising, traffic management and maneuver coordination can be accomplished, 

thus enhancing the safety of drivers. VANETs supporting vehicle-to-vehicle (V2V) 

communication enable the cooperation of vehicles by linking individual pieces of 

information distributed across multiple vehicles, to increase the drivers’ range of 

awareness to spots that both the driver and onboard sensors systems otherwise cannot see. 

Hence, V2V communications form a basis for decentralized active safety applications that 

are expected to reduce accidents and their severity. Generally, VANETs can support the 

following safety-related applications [5]: Cooperative forward collision warning, Pre-

crash sensing/warning including traffic signal violation warning, curve speed warning, 

lane change warning, and left turn assistance, and hazardous location notification, etc. 

Most safety applications will likely work in a broadcast fashion since safety information 

can be beneficial to all vehicles around a sender. VANETs use one-hop or multi-hop 

broadcasting to disseminate real-time traffic information or safety-related messages 

[6],[7], and [8].  

     Reliability is an important issue for safety-critical services in VANETs. Most of the 

safety-critical applications usually require highly reliable and timely broadcast 

communications among mobile nodes under adverse environments. However, reliably 

delivering messages to all surrounding nodes in a timely manner in a VANET is a big 

challenge. Current IEEE 802.11p MAC with the proposed EDCA is not able to provide 

predictable quality of service (QoS) for safety-critical services. The major hurdles of 

reliable broadcast in VANETs include the hidden terminal problem, collisions caused by 

concurrent transmissions, high node mobility, and adverse multi-path fading channels. 

The major aspect of communication performance of interest to researchers and engineers 

is the reliability of DSRC wireless communication itself, while end users (drivers) mainly 

care about whether vehicular safety applications based on DSRC wireless communication 

can provide a reliable and timely application service. 

 

 

      Figure 1: Communication Networks on the Road supported by DSRC System     

     In this paper, instead of addressing enhancements to the current IEEE 802.11p for 

safety applications that have been surveyed extensively in the recent literature [9],[10], 

and [11], we concentrate on investigating reliability issues of safety-related services in 

VANETs. We will try to answer the following questions: (1) What factors affect the 

reliability of safety-critical services in the broadcast VANET under typical DSRC 

environment? (2) What metrics and analytical approaches can be used to characterize the 

reliability issues existing in the safety-related services supported by the current DSRC 

system? (3) What are future trends in the reliability modeling so that more complete view 
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of the characteristics of safety-related applications can be revealed? 

     The remainder of this paper is organized as follows. Section 2 presents main features 

of DSRC environment and VANETs. Factors affecting the reliability of the safety-critical 

services are discussed. Section 3 defines and formulates several reliability metrics for 

characterizing safety message communications. Based on the defined reliability metrics, 

Section 4 summarizes analytical models for the evaluation of the reliability. Conclusions 

and future trends of the research topic are presented in Section 5.  

2.   Reliability Issues and Requirements for VANET Safety-critical Services 

     Reliability in the context of VANET broadcast services is defined as the probability 

that all the intended mobile nodes to receive the broadcast message within the specified 

operation duration. The unique deployment environment of DSRC and the nature of 

VANET safety-critical services pose many technical challenges and requirements.  

2.1 DSRC Environment and Factors Affecting the Reliability 

     There are three factors that mainly impede VANET to reach the desired reliability: 

broadcast hidden terminal problem, multi-path fading and Doppler effect, and mobility.  

Hidden Terminal Problem in Broadcast: Hidden terminals are two terminals that, 

although they are outside the interference range of one another, share a set of terminals 

that are within the transmission range of both [12]. The problem of hidden terminals is a 

critical issue in the performance of ad-hoc networks. In order to prevent data packet 

collisions due to hidden nodes, IEEE 802.11 supports virtual carrier sensing or the 

RTS/CTS mechanism in addition to physical carrier sensing which detects the channel to 

determine if it is busy or idle. In this mode of DCF operation, a pair of small control 

packets, called RTS and CTS, is transmitted initially in order to avoid costly data packet 

collisions [13]. As seen in Figure 2, terminals in the receiving region of terminal T but not 

in the receiving region of terminal S (shaded area in Figure 2), may cause hidden terminal 

problem. We call the area as a potential hidden terminal area. For unicast communications 

(see Figure 2(a)), the size of the potential hidden terminal area can be identified and 

calculated using the distance between the sender and the receiver. However, broadcast in 

IEEE 802.11 does not use virtual carrier sensing and thus only relies on the physical 

carrier sensing to reduce collisions. In case of broadcast communication (see Figure 2(b)), 

the potential hidden terminal area needs to include the receiving range of all the terminals 

within the transmission range of the senders. Thus, the potential hidden terminal area in 

broadcast can be dramatically larger than that of unicast. In other words, the broadcast 

fashion of V2V safety communications makes them very sensitive to hidden terminals.    

     Radio Channel Fading in DSRC V2V communications present scenarios with 

unfavorable characteristics to develop wireless communications, i.e., multiple reflecting 

objects able to degrade the strength and quality of the received signal. Additionally, 

fading effects resulting from the mobility of the surrounding objects and/or the sender and 

receivers themselves have to be taken into account.  

Impact of High Mobility:  Under V2V communication environment, the vehicles are 

highly mobile and the network topology changes very frequent. These changes are due to 

the high relative speed of vehicles, even when they are moving in the same direction. Two 

vehicles can directly communicate only when they are within each other’s radio range.  

     For safety communications in DSRC, high mobility of vehicles on the road may cause 

two adverse effects on the performance of message sending and receiving. On the one 

hand, during the transmission of a safety-related message, some receivers may move out 

of the transmission range of the sender, resulting in the failure of receiving the message. 
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On the other hand, high mobility makes worse Doppler spread on orthogonal frequency 

division multiplex (OFDM), leading to higher BER and consequently lower channel 

capacity.  

 
            Figure 2: Comparison of Hidden Terminals between Unicast and Broadcast   

2.2 Requirements for VANET Safety-critical Applications 

      Safety systems can be designed based on a high speed wireless communication 

network to improve the safety on the road. Once an emergency situation occurs, it is 

critical to inform the surrounding vehicles about the situation as soon as possible. Because 

driver reaction time (the duration between when an event is observed and when the driver 

actually applies the brakes) to traffic warning signals, such as the brake light, can be in the 

order of 700ms or longer, the update interval of safety message should be less than 500ms 

(we refer to it as the lifetime of a safety message). Otherwise, the safety system may be 

useless in helping the driver deal with the emergent situations. Hence, It is required that 

the DSRC safety-related V2V communication must provide a service delivering messages 

within their lifetime with high reliability under high-speed vehicular environment. 

According to the requirements in [7], the probability of the message delivery failure in a 

vehicular network should be less than 0.01 (or packet delivery ratio is greater than 0.99).  

     On the other hand, as stated in [14], safety applications require at most a 100ms mean 

delay and a 99.9% probability of the successful transmission in order to be effective.  

     The beacon messages that are essential for many safety applications (e.g., collision 

avoidance) are required to be sent out at an updating rate as high as 10 messages per 

second [46]. 

3.   Reliability Metrics for VANET Safety-critical Services 

3.1 Reliability Metrics for One-hop Safety-critical Applications 

     We evaluate the reliability for DSRC one-hop safety-related services using four 

metrics, packet reception ratio, packet delivery ratio, successful packet delivery 

probability, and effective range.  

Packet Reception Ratio:  Packet reception ratio (PRR) is defined as the percentage of 

nodes that successfully receive a packet from the tagged node among the receivers being 

investigated at the moment that the packet is sent out. PRR is expressed as    

No. of nodes within distance  receiving a packet from the tagged node 
( )

Total No. of nodes within distance  from the tagged node

d
PRR d

d
=

 
(1) 

     PRR is a receiver centric reliability index evaluating how a packet from a sender (or 

tagged node) is received by all intended receivers. PRR was first defined and introduced 
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by Moreno et al. [6] for VANETs. Then, analytical models to evaluate PRR in the context 

of safety-related message broadcasting were proposed by Ma et al. [40] and [41]. 

Different from the existing PRR expressions, which are average metrics among all 

receivers within the sender’s transmission range, the new PRR in this paper is a function 

of the receivers’ distances to the broadcast sender, which provides a deeper insight into 

the reliability as the range changes. For example, safety-related applications concern more 

about how reliably the vehicles that are close to the malfunctioning vehicle receive the 

safety-related messages when an emergency situation arises. But, the vehicles that are far 

away from the sender, although within the sender’s transmission range, are not very 

critical. Furthermore, PRR can be evaluated for both the communication (or MAC) layer 

and the application layer as some redundant schemes are used for correctness of the 

broadcast message. 

     Research papers adopting PRR for evaluating their proposed schemes or models for 

improving the reliability for safety message broadcast are: one-hop reliability analysis in 

[51], transmission range adaptive broadcast algorithm in [15], new reliable broadcast 

scheme in [16], and position-based coded repetition in [17].  

Packet Delivery Ratio  Packet delivery ratio (PDR) is defined as the ratio of the number 

of packets successfully received by all receivers to the number of packets transmitted. 

Normally, PDR is expressed as 

No. of packets sent by the tagged node
( )

No. of packets received by all nodes within distance  from the tagged node
PDR d

d
=

 
(2) 

     This is a transmitter centric reliability index evaluating how a packet from a sender (or 

tagged node) is received by all intended receivers. PDR was first introduced for VANET 

broadcast in [18]. Then, it was applied to evaluation of saturation IEEE 802.11 broadcast 

[19]. PDR for one-hop safety-related services in DSRC context is more concerned about if 

all packets making up an emergency message from the sender are successfully received by 

all the potentially associated vehicles so that they can understand and address the 

emergency situation in a timely manner. By analyzing the sequence numbers of packets 

received at each receiver’s log file, the PDR can be measured [18]. For a given time 

window, the PDR is simply calculated as the ratio of number of received packets to total 

number of transmitted packets during a time window. Average distance between the 

transmitter vehicle and receiver vehicle can be calculated as well, which provides a 

relatively accurate estimation of their distances within this time window. Same as PRR, 

PDR can be evaluated in the communication layer as well as in the application layer. 

     The following papers adopt PDR to evaluate their proposed schemes or models for 

improving the reliability for the safety message broadcast: efficient broadcast scheme in 

[20], repetition broadcast in [21], reliably suppressed broadcasting in [22], data rate 

selection in [23], reliable MAC broadcast protocol in [24], reliable opportunistic broadcast 

in [25], multi-hop broadcast scheme in [26], cognitive broadcast in [27], optimized 

transmission scheme in [28], and position based routing schemes in [29].    

Successful Packet Delivery Probability: The successful packet delivery probability (PDP 

denoted as Pspd) is defined as the probability that a node within the transmission range of 

the sender successfully receives a packet from the tagged node, that is, 

i

i
iPspd

 node  toed transmittpackets of no. Total

  nodeby ly successful received packets of No.
)( =

 
(3) 

     Compared with PDR and PRR, which are average reliability metrics, Pspd is concerned 
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with how an individual vehicle receives the emergency message from the tagged node. In 

VANET safety applications, some emergency messages are only critical to some 

individual vehicles. It is quite possible that Pspd may (or may not) meet the reliability 

requirement but the average metrics may not (or may) meet the requirement. It is not hard 

to see that PRR can be derived through averaging PDPs over the range to be evaluated.  

     Research papers adopting PDP for evaluating their proposed schemes or models for 

improving the reliability for safety message broadcast are: packet reception probability 

[30], scheme for balancing broadcast reliability and the transmission range in [31], 

estimation of a successful beacon reception probability in [46], EDCA analysis in [48], 

and safety message broadcast analysis in [51]. 

     The Effective Range (denoted as ER) is defined as the range within which the worst 

case of quality of service metrics is satisfied. In the context of safety-related applications, 

the effective range of the one-hop real-time safety message broadcast is the range within 

which the minimum packet delivery probability is above a predefined threshold (denoted 

as Prfs, say 0.99 for the safety-critical message broadcast). Hence, ER can be expressed as 

})( , allfor such that  ,{ rfsispdi PdPdddER >≤=
 

(4) 

ER was first introduced for evaluating safety applications in VANETs by Yousefi et al. in 

[32]. To have a solid evaluation in safety scenarios, the coverage property is needed to be 

evaluated. For any given vehicle, the range that the safety-critical message broadcast can 

cover adequately is of critical importance.  

3.2 Reliability Metrics for Multi-hop Safety-critical Applications 

     Connectivity for multi-hop VANETs will determine how far the information can be 

effectively propagated, and the minimum number of equipped vehicles to have good 

transfer of information based on vehicle density, velocity and driver behavior. For 

instance, an isolated node in a traffic network cannot exchange fresh traffic information 

with other vehicles thereby limiting its usefulness. On the other hand, if many isolated 

nodes exist in VANETs, the traffic advisory system cannot produce smart travel decisions 

for drivers since system does not have a complete traffic data set. 

     Connectivity of an n-node network can be defined as [60]: given n nodes distributed 

over a section with length L, with a maximum transmission range R, the probability that 

all n nodes are connected, is given by: 

                               n

L
RLn

Length in  nodes connected of No.
),,Pr( =

                               (5) 

     In the context of VANETs, some alternative connectivity metrics have been 

introduced. Examples are: Geometric Connectivity in [58] defined as the probability that 

node i is connected to its forward network, and Critical Range [59] defined as the 

minimum communication range that enables all vehicles to be part of a single cluster. 

4. Analytic Models for Computing the Reliability 

     Analytic modeling provides great helps for the design and analysis of broadcast in 

VANETs. There is active research on the analysis of IEEE 802.11 based broadcast 

services in the context of different VANET applications.  
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4.1 Models for One-hop Safety-critical Services 

4.1.1 Models for PDR  

     In [33] and [34], for the first time, an analytic model based on discrete-time Markov 

chain is constructed to characterize the operation of the IEEE 802.11 MAC backoff 

counter for broadcast, thus closed form solution is obtained for the packet delivery ratio. 

Under the assumptions of the saturated packet generation and wireless LAN 

communication environment free of transmission errors, it is observed that PDR only 

depends on the number of vehicles n in the network and selected contention window size 

W0. Then, with the same network setting except that packet generation by means of 

Poisson process, PDR is re-evaluated in [35].   

In [36], the previous models are extended and applied for the evaluation of DSRC 

broadcast VANET for safety-related applications on the highway. The characteristic of 

each station in the network is modeled as an M/G/1 queue and approach service time 

distribution through probability generating function (PGF). The expression of PDR is 

obtained through dividing the ratio into the impact of hidden terminals and the impact of 

concurrent transmissions. Fixed-point iteration [37] is used for the solution of the model. 

The model is validated using DSRC communication parameters.  

A new model is developed in [38] to evaluate PDR in an unsaturated 1-D VANET 

formed by moving vehicles on a highway. The proposed model follows configurations 

and model mechanisms (M/G/1 queue) of [36]. The hidden terminal impact on PDR is 

studied using a new approach assuming Poisson message arrival. The numerical results 

show that the new approach is more precise.   

A semi-Markov process (SMP) model is developed in [39] to capture the contention and 

backoff behavior in IEEE 802.11 broadcast ad-hoc networks in the continuous time 

fashion. Furthermore, this SMP interacts with the M/G/1 queue through fixed-point 

iteration. Based on the fixed-point solution, PDR is derived. The proposed SMP model 

facilitates the impact analysis of hidden terminal problem on the PDR computation in a 

more precise manner. Analytic-numeric results are verified through extensive simulations 

under various network parameters. Compared with the existing models, the proposed 

model is more general and accurate. 

4.1.2 Models for PRR  

Saturation performance of the broadcast service in IEEE 802.11 based one-dimensional 

mobile ad-hoc networks (MANETs) under multi-hop environment is investigated in [40]. 

For the first time an expression of broadcast PRR is derived. The analytic model takes 

IEEE 802.11 backoff counter process and hidden terminal problem into account. 

In [41] and [42], an analytical model is proposed to evaluate the performance and 

reliability of IEEE 802.11a-based vehicle-to-vehicle (V2V) safety-related broadcast 

services in DSRC system on the highway. The proposed model takes two safety services 

(event-driven message and periodic beacon message) with different priorities, non-

saturated message arrival, hidden terminal problem, fading transmission channel, 

transmission range, IEEE 802.11 backoff counter process, and highly mobile vehicles on 

highway into account.  

A more general model is constructed in [43] to extend 1-D MANET analytical model 

in [40].  Compared with the model in [40], the proposed model accounts for the impacts of 

more factors and network parameters on PRRs, such as non-saturated packet arrivals in 
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each mobile node, varied transmission, carrier sensing, interference ranges, distances from 

receivers to the sender, and message collisions caused by concurrent transmissions. 

     Paper [44] extends the 1-D model in [40] to a more realistic two-dimensional model: 

two straight lines with certain distance, which can be a good approximation of two 

directional parallel highways. A new analytical model to evaluate PRR is proposed. The 

derived expression of PRR considers the impacts of IEEE 802.11 backoff counter process, 

hidden terminal problem, message arrival interval, and fading transmission channel.   

     Paper [49] reconsiders the impact of hidden terminal problem on the performance of 

message dissemination in VANETs. The paper first argues that the previous model for the 

analysis of the hidden terminal effect [40] assumes hidden terminal is in isolation. In fact, 

the hidden node itself may be exposed to hidden node activity in multi-hop 

communications, which matters as the node density gets higher. Hence, a region of 

activity where a number of transmissions interfere with each other is defined and 

analyzed. Under a one-dimensional VANET of highway, assuming Poisson message 

arrival, the probability of interference between two nodes, the probability distribution of 

the number of concurrent transmissions in the system at the steady-state, and the 

percentage of receiving nodes’ population which cannot receive the message correctly due 

to interferences, are analytically derived.      

     From these analyses of DSRC VANETs for safety-related applications, some important 

observations can be derived: 1) under typical DSRC environment, IEEE 802.11 based 

protocols are able to meet the safety message delay requirement, but is not able to 

guarantee high reliability; 2) hidden terminal problem in broadcast is more severe than 

that in unicast; 3) given the same network parameters, PDRs are less than PRRs.  

4.1.3 Models for Other Reliability Metrics 

     A new model is proposed in [45] to estimate the collision probability in VANETs. The 

proposed model integrated the characteristics of VANETs (node density and velocity) into 

the traditional collision probability model to show that the collision probability in 

VANETs is a function of the factors reflecting these characteristics. 

     An analytical method based on Markov chains for V2V communications is proposed in 

[46] to analyze the influence of the beacon generation rate on the reliability of a 

successful beacon reception in an IEEE 802.11p-based network. The results have shown 

that in high network densities the probability of the successful beacon reception is very 

low.  

     M/G/1 queuing analysis and Markov chain model are combined in [47] to analyze 

collision probability of a typical VANET based on modified IEEE 802.11e with four 

traffic classes in two types of channels (control channel and service channel). Assuming 

error-prone channel conditions, the following expressions are derived: the probability 

distributions for frame backoff time, and frame service time and waiting time in the node 

buffers for each channel and traffic classes.  

     Paper [48] proposes a model for the safety-related services over the control channel of 

DSRC WAVE system in which EDCA MAC protocol is used. The safety-related 

messages are classified into different access categories. Three discrete-time Markov chain 

models are constructed for respective access categories with distinct priorities. The frame 

error rate (FER), defined as the probability that a frame transmission attempt fails at the 

MAC level due to collisions, is derived for each node with priority i. In this paper, the 

collision is the only cause of the FER. The network considered is a wireless LAN, which 

does not reflect real situations in vehicular environment.     
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     An analytical model is developed in [50] for broadcast safety applications with two 

services (event-driven and status/beacon messages) under IEEE 802.11e MAC (enhanced 

distribution coordination function) based DSRC VANETs. Two one-dimensional Markov 

chains are developed to evaluate the collision probability and probability of successful 

reception.      

     Efficiency and reliability of beacon message broadcast in DSRC VANETs are 

investigated in [51]. First, the two complementary performance metrics are defined. The 

broadcast reliability is reflected by the average number of nodes that receive a specific 

packet transmission successfully. The broadcast efficiency is expressed as the rate at 

which a source can deliver its broadcast packets to neighboring nodes. Taking the impact 

of Rayleigh fading on IEEE 802.11 based 1-D broadcast VANET into account, assuming 

Poisson distributed nodes and saturation packet generation, the probability that a node at 

the origin decodes a packet successfully from a specific source node that is uniformly 

distributed in [-dm, dm], and the average number of nodes that decode a packet originated 

from the same transmission successfully, are expressed in a closed form. Then, the 

optimal broadcast efficiency and trade-off between efficiency and reliability is explicitly 

derived. However, in this analysis, channel fading is the only source of broadcast failures, 

hidden terminal problem and collisions caused by concurrent transmissions are omitted in 

the derivation of the reliability metrics. Furthermore, the saturation assumption is not a 

good approximation of the periodic beacon message broadcast.   

4.2 Models for Multi-hop Safety Services  

     Numerous analytical models have been proposed for the connectivity of multi-hop 

broadcast VANETs. 

     Yousefi et al. [52] investigated how the mobility of nodes affects the connectivity of 

VANETs on a typical highway assuming that the speeds in the free-flow traffic state are 

normally distributed. The paper approaches multi-hop connectivity evaluation based on 

the work of Miorandi and Altman [53], which transformed the problem of connectivity 

distance (defined as the length of the connected path from any given vehicles) distribution 

into that of the distribution of the busy period of an equivalent infinite server queue. 

Consequently, the Laplace transform of the probability distribution of the connectivity 

distance and expressions for the expected connectivity distance are obtained.  

     Williams et al. [54] derive analytical models that compute the transmission probability 

of a node for three network-wide broadcast protocols. Zhang et al. [55] studied the 

counter-based scheme and the distance-based scheme, finding out the qualitative 

relationship between performance metrics and protocol parameters. 

     Fracchia et al. [56] developed analytical models for the study of warning delivery 

services in 1-D multi-hop VANETs, and derived performance indices such as the 

probability that a vehicle is informed, the average number of duplicate messages received 

by a vehicle, and the average delay.  

     Oliveira et al. [57] built an analytical model in the IEEE 802.11 to compute the 

probability of a successful transmission of a frame and the average transmission delay 

assuming the presence of both unicast and broadcast traffic. Several realistic issues are 

addressed, as pre- and post-transmission backoffs, variable frame length and finite MAC 

buffers. However, the models assumed a perfect channel access ignoring the hidden 

terminal problem and possible collisions due to concurrent transmissions from mobile 

nodes in the network.  

     Ukkusuri et al. [58] study connectivity in the physical layer of the VANET 

architecture. Such connectivity in the physical layer is closely related to the nodal 
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geometry distribution and the transmission range. This paper considers VANET as a 

nominal system with disturbance that captures a set of uncertain traffic flow events caused 

by driver behavior and changes in the traffic flow. Under constant disturbance conditions, 

the lower bound of reachable neighbors for each vehicle to maintain a high connectivity is 

analytically derived. Kafsi et al. [59] analyze VANET connectivity by leveraging on 

results of percolation theory [60].   

     In [61], the connectivity properties of a linear VANET with high speed mobile nodes 

and dynamic node populations are investigated. The nodes are assumed to be arriving at 

the network following a Poisson distribution, and the speed of each node is modeled as a 

wide sense stationary ergodic random process. A new mobility model is developed to 

represent the steady state node distributions in terms of random node locations and 

random node populations. The exact closed-form connectivity probability is derived.   

     A stochastic model is proposed in [62] to characterize the space and time dynamics of 

moving vehicles regulated by traffic signals that governs the node connectivity and 

communication capability of VANETs in urban environments. Such dynamics in the 

presence of traffic lights and vehicle interactions have not been considered before. The 

stochastic model is a composite of the fluid model and stochastic model. The former 

characterizes the general flow and evolution of the traffic stream so that the average 

density of vehicles is readily computable, while the latter takes into account the random 

behavior of individual vehicles. It is shown that the fluid model can adequately describe 

the mean behavior of the traffic stream, while the stochastic model can approximate the 

probability distribution well even when vehicles interact with each other as their 

movement is controlled by traffic lights. With the knowledge of the mean vehicular 

density dynamics and its probability distribution from the stochastic traffic model, the 

probability that there are no disconnected nodes in the road segment or the network, and 

the probability that a one-dimensional geometric graph G is k-connected, are derived.  

Table 1: Comparison of Existing models for DSRC Safety Applications 

Ref. 

(Author,Year) 
Service 

model 

Geometry 

model 
Channel model 

Access 

 protocol 

No. of 

Services 

Hidden 

terminal 

Mobility 

Impact 
Indices 

[34]  

(Ma, 07) 
Satu. WLAN Perfect CSMA 1 No No PDR 

[36] 

(Chen, 07) 

M/G/1 

DTMC 

1-D, 

Poisson 
Perfect CSMA 1 Yes No PDR 

[40] 

(Ma, 08) 

Satu. 

DTMC 

1-D, 

Poisson 
BER CSMA 1 Yes No PRR 

[41] [42] 

(Ma, 07, 09) 

M/G/1 

DTMC 

1-D, 

Poisson 

Rayleigh 

Fading 
CSMA 2 Yes Yes PRR 

[39] 
(Yin, 11) 

M/G/1 
SMP 

1-D, 
Poisson 

Perfect CSMA 1 Yes No PDR 

[44] 
(Ma, 11) 

M/G/1 
DTMC 

2-D line 
Poisson 

Perfect CSMA 1 Yes No PRR 

[45] 

(An, 09) 
Satu. 1-D Shadowing CSMA 1 No Manhattan CP 

[46] 

(Vinel, 09) 
N/A 

Linear 

(1-D) 
Perfect Perfect 1 No No SBR 

[47] 

(Badawy, 10) 

M/G/1 

DTMC 
WLAN BER EDCA 4 No No CP 

[48] 

(Gallardo, 09) 

M/G/1 

DTMC 
WLAN Perfect EDCA 3 No No FER 

[49] 

(Khabazian,10) 
M/G/1 

1-D, 

Uniform 
Perfect No 1 Yes No PRR 

[38] 

(Hassan, 10) 

M/G/1 

DTMC 

1-D, 

Poisson 
Perfect CSMA 1 Yes No PDR 

[50] 

(Hafeez, 10) 

M/G/1 

DTMC 
1-D BER EDCA 2 Yes No SRP 

[51] 

(Ye, 11) 
Satu. 

1-D 

Poisson 
Rayleigh fading CSMA 1 No No PRR 

SRP-Successful Reception Probability; FER-Frame Error Rate; BER-Bit Error Rate; SBR-successful Beacon 

Reception; CP-collision probability; EDCA-Enhanced Distribution Coordination Access; WLAN-Wireless Local 

Network; Satu.-Saturation. 
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     Under a probabilistic wireless channel model that accounts for interference, given 1-

hop channel reliability and the message dissemination strategy, lower bounds on the 

probability that a car at a distance d from the source of the emergency message correctly 

receives the message within time t are derived in [63]. The derived bounds are used to 

carefully analyze the tradeoff between the safety level on the road and the value of 1-hop 

message reliability. The analysis of this tradeoff discloses several interesting insights that 

can be very useful in the design of practical emergency message dissemination strategies. 

     In summary, a table is made to compare these models for safety applications in DSRC 

as shown in Table 1.  

5. Conclusions and Future Research Trends 

     In this paper, recent development of reliability issues in safety-critical services in 

DSRC VANETs and analytic models for the evaluation of the reliability metrics have 

been surveyed and discussed. Although these developed models reveal many 

characteristics of communications for safety-critical applications in IEEE 802.11p, there is 

a big gap between theoretical analyses and real DSRC communication scenarios. Also, the 

reliability metrics adopted so far in the literature for the analysis are steady-state ones, 

which are not able to capture some important attributes of time-critical VANET safety 

services. For tractability of the analytical models, Poisson message generation, perfect 

channel with deterministic communication ranges, etc., are assumed. 

     We propose the following guidelines for future research in this area. 

5.1 Future Research Directions for Steady-state Analysis 

     We propose the following research guidelines for steady-state analysis. 

• Extension from 1-D to 2-D. extension of 1-D VANET reliability analysis to general 

2-D VANET reliability analysis is not trivial. Our initial idea of approach to general 

2-D reliability analysis is to compute PRR through integration of point-to-point Pspd, 

and randomize deterministic coverage area computation. 

• Reliability investigation of multiple safety-related services with general generation 

rates in two DSRC channels. Given the distribution and density of mobile nodes 

under different traffic scenarios, a tagged node is selected and analyzed. Results from 

the standpoint of the tagged node are used to obtain the total network performance by 

summing up individual vehicle’s performance. As a result, some parameters 

reflecting channel performance are defined and estimated such as the probability that 

the channel sensed by the tagged node is busy. Since safety service times in the 

network are not exponentially distributed [41], simple Continuous or Discrete Time 

Markov Chain cannot be applied any more. Markov Regenerative Process (MRGP) 

[64][65] will be employed. To capture more general traffic situations such as high 

mobility with general message inter-arrival or fixed periodic service with multiple 

channels for multiple level services, MAP (Markovian Arrival Process) like arrival 

process will be employed [66]. The models can be specified at a higher level by 

means of formalisms such as Petri nets or stochastic reward nets (SRN) [67]. To find 

fast solutions to the models for preemptive priority scheduling, “shadow server” 

approximation method [68] based on a powerful and intuitively appealing heuristic 

will be introduced. To deal with problem of largeness and stiffness, hierarchical [69] 

and fixed-point iterative [70] [71] models will be utilized. 

• The reliability taking into account of the randomness inherently presents the DSRC 

fading radio channel. Considering path loss and fading in the evaluation of the 

reliability, the communication ranges (including transmission/receiving range, carrier 
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sensing range, and interference range) are no longer deterministic values. Giving the 

node distribution and the MAC scheme, study of PDR, PRR, and outage probabilities 

under the signal-to-interference ratio (SIR) model, typical DSRC channel models 

(near-Rician fading and Pre- Rayleigh fading [4]), interference caused by the hidden 

terminal, and power-law path loss, is a very challenging issue. In [72], outage 

probability expression of Poisson Point Process with CSMA protocol is approximated 

by a Matern hard-core process of minimum distance if dependent thinning of a PPP is 

obtained.  

5.2 Future Research Directions for Transient Analysis 

     Since the safety-critical services in VANET are time critical, steady-state analysis fails 

to capture the network transient performance from the instant an undesirable event occurs 

until steady-state with an acceptable performance level is attained. We suggest the 

following research guidelines for transient time depended analysis. 

• New transient models need to be built to characterize how safety-related messages are 

propagated in a timely manner and how the services are still recovered and provided 

with accepted level of performance and reliability during and after failures in the 

network. Failure of VANET safety services is defined as abnormal scenario where 

key links or key routing nodes break down so that broadcast services cannot continue 

and most of the receivers have not yet received the designated safety message. 

• Survivability of VANET safety-critical services. Network survivability is the ability 

of a network to maintain or restore an acceptable level of performance under failures, 

attacks or natural disasters by applying various restoration techniques and the 

mitigation or prevention of service outages from potential network failure by 

applying preventive techniques-- these are fundamental issues to the design and 

performance evaluation of VANETs. According to the quantitative definition of 

survivability in our previous work [74][75], the combination of the availability 

measure and the transient performance together determine the overall network 

survivability. Methods of survivability quantification we have developed in [73][74] 

for general networks may be applied to survivability evaluation of safety-related 

services in VANET. Key difficulties are extension of our earlier methods to non-

Markov chain and fixed-point iterative models.  
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